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This data is to be considered as TLP:AMBER

Emotet is one of the most widely distributed and actively developed malware families used by
cyber criminals. Its operators indiscriminately target individuals, companies, and government
entities across the world, stealing financial data and other sensitive information. Emotet began
as a banking trojan but now also functions as a dropper for other malware. The additional
payloads can be used to achieve more lucrative attacks, and often include threats like
additional banking Trojans, information stealers, email harvesters, self-propagation
mechanisms, and even ransomware.

Emotet is mostly spread through spam emails that contain embedded malicious URLs or
weaponized PDF or Word attachments. Once downloaded, Emotet injects code into
processes that are running on the system and connects to a command and control server to
upload data and receive instructions for various follow-on activities, including downloading
additional modules and malware onto the host. Emotet propagates across a network by brute
forcing passwords, sending malspam messages that originate from the infected user’s
account, and leveraging the EternalBlue exploit to attack unpatched systems.

Analyst’s Notes:

This report represents the observed activity of a week. All identified IOCs are detailed in the
report and may not be new.
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37333de49c401a5feb18ad210055¢826d070216914a6050dda8204235eeb3070
fcOf20b3bff48ba96abad725e042a0873643bb2f664101d95fe1a83df9e4f020
61b34f8b41767b0db0e3a8b3319cf4050009e371f65685ca6998bb1df140bd10
2e0c2723ba30a5bc29449aee7657bc0074025025da7e6818739edf9b45919a96
4fbe553d5c4888a202aeel7a26e78193be76b493cb981fd2f5fb015d0c25e185
d3d69682181360457efeba313b9d8ef48cb3d262e62cd5¢c6332cd877494b7582éeadf078752f7587e907b7ea8629d6
d049be38a287dfle2elba9d2b6426c925a97ce5d71celcal0028a9345fc06cda
ef5732ef2bf12926d601255d6d8630efa4b56f4991437ba0974d00b9b9fd56¢1
be62a0789f2calla8ed37eccc3cef6f80226d4c189798b6c73fe25481537d4d5
ca20acf74bf33ef657665b1b1883afaccb2fb88ffefdd24a3b5c3a3150b193a0
68331783e975c051b20cae9d72eb7d797718f91f80d9a178b9b277f403becof9
3ed058189ccbefdfaaca7c3c52e4b714bad6fcef6e2677ec2b7e44c96580478a
934fcb4555635984345ad6f12f6ad546f184259d679973e238145501b43b8420
d4a2ff40ec2183fbd58b8337a86dfalffe1543e7d6a8459d8672a5c94d4a2f05
065a6963b9251dd2fdb2e1709bcd98346a6daace458f16503d19f8f739e71d5d
3278235c4af9e6e8818e0233f08326635066153b13d69a48d01eae39cebef970
66ecd1fbf53f10ac6f349605be071821abddb87b684dbf9el2b5add72eb5a61b

Reference: CISCO Talos Intelligence



This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need
to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2020/Feb/002
Cyber Security Advisory: Weekly Mirai Activity Report

This data is to be considered as TLP:GREEN

Our trusted partner reported the following 1oC's from statically analyzed Mirai samples
identified over a week. There are a couple things to be aware of while looking at this
data:

* Network 10Cs may be associated with binary distribution or one of the "cnc" or "report"
functions.

* Network 10Cs are identified from newly identified samples but may themselves not
necessarily be new.
* Because of the nature of the static analysis there is MODERATE confidence in the accuracy
of the network IOCs

IOCs:

C2:

68.183.128.196
139.59.65.89
206.189.129.96
142.93.232.195
198.12.97.72
188.166.113.224
159.65.242.95
46.17.42.126



46.29.160.148
142.93.118.16
142.93.119.20
165.22.68.69
142.93.118.253
188.165.37.18
206.189.191.184
wxrdl.duckdns.org
wxrd.duckdns.org
91.134.157.222
165.227.26.106
159.65.165.194
94.177.175.45
206.189.199.234
89.34.237.202
185.220.34.71
nlgga.duckdns.org
nlgga2.duckdns.org
159.203.109.226
178.128.7.115
159.89.150.224
178.128.32.180
157.230.57.121
185.244.25.164
0x90.bid
178.128.166.224
89.40.125.227
104.131.30.83
209.182.216.77
185.220.35.139



174.138.55.163
178.62.233.46
51.15.250.171
167.99.75.232
185.220.35.16
195.123.238.242
185.101.105.178
205.185.126.154
139.59.159.87
188.166.122.26
194.37.80.135
68.183.77.74
209.97.180.140
208.167.245.185
142.93.17.116
206.81.12.41
80.211.79.193
206.189.228.13
168.235.82.217
185.246.152.64
104.248.227.207
178.128.147.156
185.12.179.158
209.97.187.75
149.56.78.240
138.68.245.229
167.99.147.92
159.203.114.175
51.15.195.195
142.93.66.185



138.197.78.216
206.189.180.32
208.113.129.46
86.105.52.152
206.189.181.75
66.70.238.93
188.166.114.59
159.65.198.25
51.15.226.140
159.65.90.111
93.186.251.195
185.232.65.225
206.189.129.209
159.65.103.184
159.65.188.196
162.243.175.16
159.65.242.93
0.0.0.0
206.189.225.73
167.99.173.176
144.202.3.4
80.211.3.55
104.248.63.95
167.99.196.170
178.128.145.32
138.68.55.141
54.38.144.62
206.189.129.242
nnn.shenron.pw

rrr.shenron.pw



104.192.1.24
178.128.70.193
185.163.45.30
159.89.228.96
80.211.89.85
167.99.109.183
108.61.221.20
akumaiotsolutions.pw
akuma.pw
134.209.228.83
167.99.235.180
159.65.232.120
80.211.48.154
94.177.218.14
159.65.87.52
138.197.99.233
212.237.31.175
142.93.101.126
59.20.189.173
185.132.53.100
94.177.190.241
159.89.169.28
134.209.234.135
209.141.40.19
207.246.88.19
51.68.214.116
80.211.75.170
80.211.94.107
206.189.139.229
142.93.57.66



206.189.84.86
185.244.150.82
206.189.6.186
185.244.25.219
206.189.10.244
178.128.218.170
185.112.249.165
188.166.5.231
91.134.157.220
178.128.72.11
165.227.129.140
165.227.187.157
138.68.179.35
51.68.97.22
167.99.173.192
80.211.23.64
64.225.8.247
142.93.6.128
45.55.146.239
167.99.151.203
167.114.13.153
80.211.137.245
185.244.25.181
206.189.94.188

Hashes:

862e3d2c2a893177e770d1161163e09c8ea575dcalf8925fb5dbf779e9f82¢
b3



72c7eba3829720200bd54ce29d9fbb550627dd27440bf0ba67f2f4629ffb 737
f
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b8

35f98db45d6422ba08192¢14ea93518d0e408b33b667f633b52d268aa858f
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4
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a

604c65d858bc99fale28de2b6812e7caed64a38f23d90da9300cd425aa31a
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903abdf7fefaaa9b9730a7a89e2957d69156de605231f1d203c70501fa7a40
3b

6b7f7c39a0b6d93fc93af22992c¢3801f2385612c60c3a388c8e7797b06¢c2¢c9f
6
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Oa
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49d

cfb08f204de0719a94acefaaba2a73978ff592a8b8d54bb0bda538373a6741
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aefdbbca62477272b76830e0clbaeeld34d5693e0011de64849e04472380
009b
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6
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€90

4e03h9c3ch2bed44a7ec7d0db423e0bd05254005d317¢c39e6d97c83ecda3s
7ebf

89223d400ab0198ef75e53cafc4e5589527661c01aalb9c922167a5e0fel55
5d

f4661788e79d878f61c5b3be24f8c3891689709826ed688b13220dfd16ba95
50

3dfab66656ce5349bc3537e02beab42f391208042d4d292fd0a547ea7fe604
f2

e18677e2ef26f0ee18343d9d2974a214b3c7db2f4a850f00c23d38266¢1d50
f3

f41cba88d4fd13ff9447f09646903df3dbbba5d4f72bacb7cc73bba8d0f85a0a

b2c72bd0d62f02a615993¢c7ca36b81b37230e8cc9e11f932ada280714f78a7
50



802b7facdea0870966deb1876df5cde0d7020f36c5¢c1e85b5abc0411b06575
9d

3e51b4d99e8ef25f1af4f3a405a093512bfc307f649dea99b8b166cde649024
9

978ealcec48494c05dc3bclffbabb0a26ee0cbdfd1c37c60651a1438002fc6e
1

21b66c7a2312d6e719e0clce2eb33b74320d1d29df5eeab366f4186c¢c1d8ee
c9a

403990508585900394bd147d496a873fff106db595010f944573f1bbe293d4
48

150035af651f5642d14641a1453a41c2f646f7768a105db635€94977b74bb3
el

5dfe4c5d8e19fb1f29610779¢chb2066f649c0a976f4d22e8abh5a95976168926¢
1

3ac9e28b83494d10c436282¢c10dc2a455e47f8ae871b2eee80133a54742¢e9
6c6

53cbb26d749¢c8c3bebf4878555c6b2f21f91b516f15e855ac824fadf581cdbfc

45228b0262a4c5cacab8a09e29cbh3e033200117f4a35dc9d3ead115113ade
Oda

7bac368464c7978c665d76955a725dd83e81434f68ee5c0das522bfa98e664
6ab

750bc681ae8eb8a888e454bc9deal4476a1433336446e95ef19179d54086
7lee

50e696d6ef483d148dab5ccOb606ebbdec67¢c82e78939152e5bcc279d657f
3d8

3a61c5fe5565abb3ce2eff2fd4a8ebc2f352bd261b94303ba886d28d3381e5
28

03cde9b26ad37d1e636f39055d3fdbb88e398afbf31d3ebd70830bb7d69524
40

bbb8c2c3aa3a3aeld5a2bc9779dde6135¢cc34312e1814b8b2f87364d169¢ee
ba7

83890fb39f5fe9f8f5a1283b47c6a64322a0649d0fe2818be90675a46bc6159
e

7e5747afa688973b9e16cf61f8f24abfOf6f73fe49c9ee26c94dfd4f1a278701



867b0df912417ecf4dbl1ddfa5462049efbdd56b4519e7e8724ec07b646af4
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ac02bf2al0eeb62dc5de9787eb4dfae7ed76a69e3ee31a9a5013e010ef2272
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6a46589a409432da9f2176604f3d21e16dd1800ac6703eed659c450fdd338
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c01241b68ef5f9197485ea0aefb3a402eb0bed514424eadl2ac7e3d30e97cc
35

e3a9429aba789514ca311e54a2f47c6d560e792c47a0bf5fed3e89831e746f
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78db119317892cd45dfbaf6da2f7201be05114f0824b038a81c6bcd4243a55
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c070e488332269c0a3398af70e3f07af8697963af8b0fb7b57528a75b1163c
91

1a43d7¢c1b17782decc0867676929764954110d01a48fefee430eef35dfe0e9
3b

2a0f947c0fb4fe342f46ecbcf317fccf048f8e7de05f1b794882d595c4cheacc
ad5f457697c22552cc7e9ab98bfdc209fd158014590d697020b096f77398ff7f

Ofb4e1f65f06812ea0a9e338bd15d33a2f6b54c737f497d6bcaaa3bb57baefc
8

€c9e24c77h26193f3335de46b7f4f1cd06fed1350901c46beflaa0281e07e4f
2

f678b92858c41643efe4e0e1582ede5ab883366f1c28263ch176c602ad647¢c
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8d51407f1198aecf54ed2f2b3af30b2010bf4cb8cO07b6a77ff0el726ble52fc9

4af5b9bcd48bd806062d5¢c343dd7e82ca3383e6542b593baaaca38bd62dac
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a4258d87b7ee00955488c0da842bbed113813b89408308fa3a7a36af38d2d
hal

b57d113a62a79a65017chb25ba0a9a92d4a0eef65ff33fd049a98dd54443be5
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6d2ca82dflcaafa4e06a36a9572c3011e313ca88cha43d93ffeOb0dd2afbdfef

fad746faad48255f542b17ed8ae52615f5d24c62578d1c8901dc9b3e33f2a5cd
9

5d46860332ef5c30104ff259f2acda6623cbb782d3b379e6feee308b22d2e9
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8a5d69e5789a207ea5dca001fc37f944a73d07bfed2f821b0dc156536a8efof
6

f9c4a405366510c9a6b364d87e1d1cd56623391f08702b662a711f581e605
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6ea69287607d38da865ba002fe2286b1ce14d2906b24bf60966bae3521098
c4e

fa100c0f6e5cad4e892c5e924d9f3180612a8144c7594ced7e8aecc065323ba
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805fc9de48dc849092a1e12243¢c96c508561f906d33aa7359d8de212d44b8
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2d885549809d28cd63608c1d56dfb6dc1b58ffc8f7007d85718d72998a095a
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9d
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b1b12575b16a56406c92ecc0806fd7al57e23f4cabl1d57001b38789¢c85675
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c1lb70f47a4843ae87930a5a7696dc85b78587e5ac374cal0b3cc91b82af4d
5c0
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Reference: Cisco Talos Intelligence

This document is distributed as TLP:GREEN. Recipients may share TLP: GREEN information
with peers and partner organizations within their sector or community, but not via publicly
accessible channels.

Advisory No: Adv/2020/Feb/003
Cyber Security Advisory: Recommendation for safeguarding E-mail Accounts

This data is to be considered as TLP:AMBER

It has been observed that attackers are adopting various social engineering
techniques like phishing, watering holing, credential stuffing etc. on E-mail Accounts
of various government, public and private sector organizations in order to compromise



their system as well as stealing their accounts credentials. In order to minimize
leakage of credentials related to e-mail ids, some important recommendations are
as follows:-

a. Employees be made aware about the social engineering techniques like
phishing, watering hole, credential stuffing etc.

b. Employees may also be sanitized to avoid using mail services using
public/open Wi-Fi access.

C. All organizations must ensure implementation of strong password policy which
includes periodic mandatory change of password.

d. The configuration of mail and DNS servers needs to hardened by enhanced

features like one time device registration, geo tagging, multifactor authentication etc.

References: https://meity.gov.in/writereaddata/files/Password Policy.pdf

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need
to know the information to protect themselves or prevent further harm.

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are
advised to independently evaluate the contents for its applicability in their specific environment,
and take appropriate action as per their own assessment of the implications of the alert/
advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly
responsible for cyber security updates to their information technology systems.

With Best Regards,

Knowledge Management System

National Critical Information Infrastructure Protection Centre
Block-Ill, Old JNU Campus, New Delhi - 110067

Website: www.nciipc.gov.in

Toll Free: 1800-11-4430
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